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Code 11000

NASPNCLA | NSTRUCTI ON 5510. 10D

Subj : NAS PENSACOLA | NFORVATI ON AND PERSONNEL SECURI TY MANUAL

Ref : (a) OPNAVI NST 5510. 1H
(b) OPNAVI NST 5530. 14B
(c) OPNAVI NST 3070. 1A
(d) SECNAVI NST 5212.5C
(e) SECNAVI NST 5720. 44A
(f) OPNAVI NST 5530. 15
(g) SECNAVI NST 5231.1C
(h) OPNAVI NST 5239. 1B

i) NASPNCLAI NST 5231. 2C

j ) NASPNCLAI NST 5500. 1D

k) PL100-235 Conputer Security Act of 1987

) SECNAVI NST 5870.5

1. Purpose. To consolidate NAS Pensacola policies pertaining to information
and personnel security, and to inplenment the procedures and gui dance of
references (a) through (n).

2. Cancellation. NASPNCLAI NST 5510.10C

3. Scope. Policies and procedures set forth herein apply to mlitary and
civilian enpl oyees of NAS Pensacol a, enpl oyees of civilian contractors

aut horized to performtheir duties in areas under the jurisdiction of NAS
Pensacol a, and vendors and visitors authorized entrance to spaces under the
authority of NAS Pensacola. Nothing herein shall be construed to nullify
directives issued by higher authority. [Inquiries for guidance and additiona
interpretation should be addressed to the NAS Pensacol a Security Manager (Code
11000).

4. Action. Al NAS Pensacol a departnents and enpl oyees will becone famliar
with and conformto the policies and procedures set forth in this publication.

5. For s

a. The following forms referenced in this instruction are avail able
t hrough nornmal supply channel s:

- ONET- GEN 5521/1, C assified Material Access Certification

- OPNAV 5216/ 10, Correspondence/ Material Control

- OPNAV 5511/12, dassified Material Destruction Report

- OPNAV 5520/ 20, Certificate of Personnel Security Investigation,
Cl earance, and Access
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- OPNAV 5511/30, Cassified Container Information
- SF-52, Request for Personnel Action
- SF-86, Questionnaire For National Security Position



- SF-86A, Continuation Sheet for SF 86

- SF-702, Security Container checkli st

- SF-703, Top Secret Cover Sheet

- SF-704, Secret Cover Sheet

- SF-705, Confidential Cover Sheet

- SF-312, Cassified Informati on Nondi scl osure Agreenent

b. The following fornms may be obtained fromthe Adm nistration
Depart ment, Code ADAP:

- NASP 5521/10, Cassified Material Indoctrination

Certification/Proof of US. Citizenship
- NASP 5521/17, Security Cl earance Medical Questionnaire

J. M DENKLER
Di stri bution:
A C
( NASPNCLAI NST 5216. 1S)
St ocked:
Commandi ng O fi cer
NAS Pensacol a

190 Radford Bl vd
Pensacol a, FL 32508-5217

NASPNCLAI NST 5510. 10D

TABLE OF CONTENTS

CHAPTER 1 - PROGRAM MANAGEMENT
100. I nt roducti on

101. Command Security Manager (CSM



102.

103.

104.

105.

106.

107.

CHAPTER 2

200.

201.

202.

208.

204.

205.

206.

207.

208.

2009.

210.

211.

212.

Security Assistant

Assi stant Security Manager (ASM
Informati on Systenms Security O ficer (1SSO
Speci al Security O ficer (SSO

Security Training

Security Servicing Agreenents

ACCOUNTI NG AND CONTROL OF CLASSI FI ED MATERI AL

I nt roduction

Control and Distribution

Control of Printing and Reproduction
Tel ephone Transmi ssi on

Hand Carrying O assified Mteri al
Control of Visitors, News Media Representatives,
Di sposal of Cassified Materi al

Emer gency Destruction Pl an

Saf ekeepi ng and Storage

Cl assified Meetings

Security Violations

O assification Managenent and Marking

Qperations Security (OPSEC)

NASPNCLAI NST 5510. 10D

CHAPTER 3 - PERSONNEL SECURI TY

300.

301.

302.

308.

304.

305.

306.

I nt roduction

Security Cd earance Control

Granting Security C earances

W t hdr awal / Revocati on of Security C earances
Cvilian Security C earances

Conti nuous Evaluation for Eligibility

Foreign Travel Briefings

and Phot ogr aphy



307. Debriefing

NASPNCLAI NST 5510. 10D

APPENDI CES

Oientation Briefing for all personnel
reporting on board Naval Air Station

Pensacol a, Florida A-1
Security Indoctrination Briefing B-1
Security Questionnaire c-1

Use of personally owned conputers in
NAS Pensacol a organi zati onal wor kspaces policy
st at ement D-1

Standard Operating Procedures for NAS Pensacol a
Aut omat ed I nformati on Systens E-1

I nformati on Systens Contingency Pl an
for NAS Pensacol a departnents and staff
of fices F-1



G Energency Action Plan G-1

NASPNCLAI NST 5510. 10D

CHAPTER 1 - PROGRAM MANAGEMENT
100. I nt roducti on

a. GCeneral. The overall Security Program at NAS Pensacol a consi sts of
two separate, but related prograns:

(1) Information and Personnel Security Program
(2) Physical Security and Loss Prevention Program

b. Purpose. The purpose of this manual is to provide guidelines for
adm ni stration of the Navy's Information and Personnel Security Program at NAS
Pensacol a. This manual does not replace and nust be used in conjunction wth
reference (a). Repetition of those parts of reference (a) which do not
requi re additional instruction is avoided in this manual

c. Updating this Manual. The NAS Pensacol a Security Manager has overal
responsibility for updating and changing the contents of this nmanual. All
changes, updates, and recommendations for inprovenent to this manual shall be
submitted in witing to the Security Manager, NAS Pensacol a Adm nistration
O fice (Code 11000), Building 624.

101. Command Security Manager (CSM. The CSMwi |l be designated by name and
identified to all nenbers of the comand on organization charts, telephone
listings, and rosters. The CSMshall report to the Conmanding Oficer on
matters of security and is responsible to the Executive Oficer for the




adm ni stration of the Informati on and Personnel Security Program The CSMis
t he principle advisor and nmust provide the guidance, coordination, and

oversi ght necessary to ensure the programis being adm nistered effectively.
The CSMwi Il be assigned fromthe Administration Departnent as a coll ateral
duty and nust be a U S. citizen, officer, or a civilian enpl oyee GS-11 or
above. The rank requirenments are firmand the CSM nust have a satisfactory
background i nvestigation (Bl). The job of CSM should not be passed around to
i ndi viduals on short-termbasis. Duties of the CSMare listed in paragraph
2-8 of reference (a).

102. Security Assistant. The NAS Pensacola Security Assistant will be
assigned to the Adm nistration Departnment to performadmnistrative and
clerical functions pertaining to the Information and Personnel Security
Program under the direction of the CSM The Security Assistant will normally
require a Secret clearance. A pitfall in designating an assistant is
assigning an individual in a clerical position and naking that individual
responsi ble for adm nistering the program The Security Assistant is not an
Assi stant Security Manager and, therefore, does not have the authority nor
shoul d be | adened with the responsibility for the program managenent. This is
a responsibility of the CSM Duties of the Security Assistant include the
fol | owi ng:

a. Mintains an up-to-date listing of security clearances for NAS
Pensacol a personnel in a card file and on a desk-top conputer.
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b. Routes cl earance requests for NAS Pensacol a.

c. Reviews |ocal personnel records for those persons requesting or
requiring a security clearance.

d. Routes classified nessages and information within the Adm nistration
Department and comand.

e. Conducts inspections of classified material containers in NAS
Pensacol a departnents.

f. Initiates security investigations needed for NAS Pensacol a personnel
requesting or requiring access to classified information.

103. Assistant Security Manager (ASM. The NAS Pensacola Administrative
Services Supervisor is designated the ASMas a collateral duty assignnent.

The ASM has been designated in order to provide a higher degree of authority
and continuity to the overall program and serves as the CSM when

ci rcunmst ances require the undertaking of duties normally under the cogni zance
of the CSM The ASM nust be designated in witing and be a U S. citizen,
officer, enlisted E-6 or above, or a civilian enployee G5-6 or above. A Bl is
not required unless the individual is authorized to sign the clearance entry
on the OPNAV 5520/ 20.

104. Managenent Information Systens Security Oficer (MSSO. The MSSOis
responsible to the CSMfor the protection of classified information being
processed in the automated system The NAS Pensacola M SSOis |located in the
Managenent | nformati on Systens O fice.

105. Special Security Oficer (SSO. Naval Air Station Pensacola is not

aut horized to receive or store Sensitive Conpartnented Information (SCl) and,
t herefore, does not have an SSO If any SCI material is received with the
notation "To be Opened Only by the Special Security Oficer,” it nust be




returned to the sender by Arned Forces Courier Service with the notation that
t he conmand does not have an SSO. The CSMis not responsible for handling or
controlling SCI.

106. Security Training. The goal of security training is to devel op
fundanmental habits of security to the point that proper discretion is
automatically exercised in the discharge of duties and security of classified
mat eri al becones a natural elenment of every task. Security education nust be
provided to all personnel, whether they have access to classified information
or not.

a. Security Training Responsibilities

(1) Command Security Manager. Has the overall responsibility for
security training in the conmand

(2) Departnent Heads/ Supervisors. Responsible for identifying the
security requirenents of their organizational elenments, ensuring personne
under their supervision are aware of security requirenents for their
particul ar assi gnments.
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b. Departnental Security Training. Due to the size of the command, the
Command Security Manager and Security Assistant cannot personally conduct al
security training. To conplenent security training conducted at the Conmand
CGeneral MIlitary Training (GMIN sessions, each department will conduct its own
specific training tailored to suit its particul ar needs.

c. M ni mum Requi renents

(1) Initial Orientation. Each individual requiring access to
classified information will be given a security briefing (Appendix B), by
their departmental security representative or supervisor prior to being
assigned to duties involving classified access. Having an individual certify
that they have "read and understand" the provisions of this manual and
reference (a) is not adequate orientation. As a mninmum initial orientation
will include the follow ng:

(a) The conmand security organization will be described and the
Command Security Manager identified by nane.

(b) Make the new nmenber aware of any special security precautions
of the command or departnent.

(c) Review individual security responsibilities; i.e., prohibition
agai nst discussing classified information i n nonsecure areas or over the
tel ephone, the obligation to report any attenpt by an unauthorized person to
acquire classified information, or information which could reflect on the
trustworthiness of an individual who has access to classified information

(2) On-the-Job Training (QJT). The phase of training where
application of specific security requirenments and procedures is | earned.
Supervi sors nust ensure this is acconplished. Do not assune that
subordi nates, especially newly arriving subordi nates, know what they are
supposed to do.

(3) Refresher Briefings. WII be given at |least annually to those
i ndi vi dual s who have access to classified information. At this comand,
annual refresher briefings will be addressed to the entire command at GMI or
at departnent training sessions. The Command GMI' Coordi nator will assist the
Security Manager in scheduling this training.




(4) Debriefings. An individual will be debriefed by the Security
Assi stant whenever that individual is no longer required or permitted to have
access to classified information. Supervisors will ensure their personne
report to the Security Assistant for this purpose.

107. Security Servicing Agreenments. As the host conmand, NAS Pensacol a may
performcertain functions related to the Informati on and Personnel Security
Program for tenant commands. These services will be covered by a security
servicing agreement listing the specific functions performed by the host for
the tenant command. A security servicing agreenment does not relieve the
tenant Conmanding Officer fromthe responsibility for the security of
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classified material in that conmand. All security servicing agreenments will
be coordinated through the Command Security Manager, Assistant Security
Manager, and Security Assistant.
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CHAPTER 2 - ACCOUNTI NG AND CONTROL OF CLASSI FI ED MATERI AL

200. Introduction. For the purpose of this instruction, classified material
will apply to classified correspondence, nessages, publications, docunents,

i nformati on, and equi prent used by this command. Cassified material nust be
saf eqguarded to ensure only personnel appropriately cleared and having a "need
to know' are authorized access. This access nust be closely nonitored by each
depart nment .

201. Control and Distribution. Al classified material (except messages and
conmuni cati ons security material), shall be distributed through and controll ed
by the NAS Pensacola Security Assistant in the Adm nistration Departnent. Any
classified material received directly by any departnent or office shall be
delivered (unopened) to the Security Assistant for processing. The

di ssem nation of classified information will be limted strictly to those
persons who have been cleared for access per the clearance eligibility
criteria set forth in Chapter 23 of reference (a) and Chapter 3 of this
manual , and whose official duties require know edge on a "need to know' basis.
The Guardmail Systemwi |l not be used to transmt or distribute classified
material. Telecopiers, facsimle equi pnent, or simlar devices using
unsecured tel ephone lines will not be used to transmt classified infornmation

a. Cassified Docunents. Upon receipt of classified docunments, an OPNAV
5216/ 10, Correspondence/ Material Control Route Sheet, shall be attached to the
docunent and routed by hand to the Security Assistant, Building 624. An
illegible signature shall be supplenmented with the printed namne.

b. Retention, Receipting, or Transm ssion. The OPNAV 5216/ 10 shall not
be detached fromthe docunment except when the docunent is to be retained
VWhen the docunent is retained, the original OPNAV 5216/ 10 nust be signed and
returned to the Security Assistant. The departnent retaining the docunent
shal |l keep a copy of the control formfor internal routing and control
Classified material for transm ssion shall be prepared as directed in Chapter
15 of reference (a).

202. Control of Printing and Reproduction. Because of the nunerous
reproduction machi nes avail abl e t hroughout the conmand, probl ens associ ated
with reproducing classified material can be enornmous. All classified materi al
wi || be reproduced only by the Naval Conputer and Tel ecommuni cati ons Station
(NCTS) or the Defense Automated and Printing Service (DAPS). Equi pnent

| ocated el sewhere is not authorized for reproduction of classified materi al

Al'l reproduction machines will have signs proninently displayed on or near the
equi prent advi sing users of the type of material that can be reproduced per
Chapter 11 of reference (a).

203. Tel ephone Transmi ssion. Classified information will not be discussed or
"tal ked around” on the tel ephone except as authorized on approved secure

t el ephone/ communi cation circuits. Secure comunications systens require
speci al operating procedures to place and receive calls. As set forthin C




Chapter 15 of reference (a), it is not necessary to state "this is not a
secure line." Unless special equipnent is being used, there is no reason to
believe a line could be secure. Al nonsecure phones at NAS Pensacola w ||
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di splay a | abel stating "do not discuss classified informtion" (DD 2056), as
a rem nder, stressing telephone security. This form can be obtained through
normal supply channels (S/N 10102- LF-002- 0506) .

204. Hand Carrying Classified Material. Chapter 16 of reference (a) provides
gui dance for hand carrying classified material. Al classified docunents and
naval messages will be hand carried by designated couriers. Each depart nment
will provide a list of designated couriers to the NCTS. The |list shal

i nclude the level of classified material each courier is authorized to carry
and each courier is required to have a courier card. Departnments that receive
only a small nunber of classified nmessages (i.e., one or two classified
messages per nonth) should call the Security Manager (2-2616) or Security

Assi stant (2-4372) for guidance on designating couriers. As a matter of
policy, the nunber of designated couriers for each departnent should be
limted; i.e., 2-3 individuals per shift. Al hand-carried classified
material will be covered and guarded to protect agai nst casual observation of
the classified information. A sealed envelope will be used and, if the
novement requires transportation other than wal king, the material wll be
doubl e wrapped. An SF-704 or SF-705, Cover Sheet, will be used on al
classified material transmitted within the comand

205. Control of Visitors, News Medi a Representatives, and Phot ography

a. Visitors are allowed unescorted at the National Miuseum of Naval
Avi ation, Fort Barrancas, recreational areas, and other areas of historica
interest. Unless opened to the public for a special event, no unescorted
visitors are allowed on the aircraft flight |ines, squadron spaces,
mai nt enance/ storage buil dings, or NCTS. Al news nedia will be escorted while
on board NAS Pensacola with prior arrangenents through the Public Affairs
Ofice. Further guidance is provided in Chapter 4 of reference (e), and
Chapter 5 of reference (f).

b. Possession of privately owned caneras and taking personal, unofficial
phot ographs of cerenonies, athletic events, personnel, buildings, and grounds
(except in areas specifically designated as restricted) are authorized within
the conmand. The facilities of the communications transmtting and receiving
| ocations are specifically designated restricted areas. Violations of the
above will result in confiscation of the film Confiscated filmwll be
forwarded to Base Security with conplete addresses and nanmes of the owners,
and the name and organi zati on of the person making the confiscation. |If
feasible, the filmnmay be devel oped by the Photo Lab and the unclassified
portion returned to the owner; otherwise, the filmwll be destroyed.
Artist's sketches or drawi ngs are subject to the sanme regul ations.

206. Disposal of Cassified Material. Unnecessary accunul ation of classified
material increases the possibility of |oss, nakes accountability and control
difficult, poses a fire hazard, necessitates additional security containers,
and causes unacceptable delay if emergency destruction becones necessary. In
order to avoid these situations, classified material, including nessages,

shal |l be destroyed by the departnent retaining the material as soon as it is
no |l onger required, or the retention period has otherw se expired per Chapter
17 of reference (d).
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Al classified material shall be destroyed by an authorized person havi ng
appropriate clearance by chenical deconposition, pulping, pulverizing,
shredding (nmul ching), or mutilation sufficient to preclude recognition or
reconstruction of the classified information

a. Cassified Material. Prior to destruction, all classified materi al
will be listed on an OPNAV 5511/12, Cassified Material Destruction Report
(the route sheet will suffice), with the signhature of two witnessing officials
(one of the witnesses can be the individual destroying the material). One
copy of the destruction report will be forwarded to the NAS Pensacol a Security
Assistant to be retained for a period of 2 years. A record of destruction is
not required for Confidential material per Chapter 17 of reference (a).
However, the route sheet, OPNAV 5216/10, shall be annotated to reflect
destruction and be retained for 2 years.

b. Wtnessing Oficials. Persons wtnessing the destruction of
classified material shall have a security clearance at |east as high as the
category of material being destroyed and shall be thoroughly famliar with the
regul ati ons and procedures for safeguarding classified information

207. Energency Destruction Plan. In extrene emergencies, such as natura

di sasters, civil disturbances, or eneny action, energency destruction of
classified material and mail and postal effects held by NAS Pensacola wll be
per the follow ng procedures. In sone situations, destruction of classified
material may be avoi ded by posting a security guard near the classified

mat eri al container(s):

a. Cassified Material. A copy of this emergency destruction plan wll
be posted in a prom nent |ocation near each classified container. 1In an
ener gency invol ving danger of conpromising classified material, all classified
material will be destroyed per Chapter 17 of reference (a). All departnents
in receipt of classified material are responsible for conducting emnergency
destruction when notified by the Commanding Oficer. 1f the Commandi ng
Oficer is not available to order the emergency destruction, the Executive
Oficer, Command Duty Officer, or Admnistrative Oficer is authorized to
initiate the specific orders. Departments shall prepare |ists which show the
| ocations of classified material, personnel responsible for destruction, and
t he recomended pl ace and net hod of destruction

b. Method for Enmergency Destruction. Cassified material will be
destroyed, insofar as is possible, by whatever means available, but in an
expedi ti ous nmanner.

c. Mil and Postal Effects. |If sufficient advanced warning is received,
deliver or dispatch mail on hand, suspend mail operations, and transport
postal effects and supplies to a safe area.

(1) When insufficient advance warning is received to permt carrying
out the above provisions, postal effects should be di sposed of in order of
priorities as indicated bel ow

(a) Oficial registered mai
2-3
NASPNCLAI NST 5510. 10D
(b) Directory Service Cards

(c) O her accountable mai



(d) Al remaining nai
(e) Al other records, equipnent, mail sacks, etc.

(2) When destruction of postal effects is appropriate, itenms will be
shredded to unidentifiable pieces.

(3) dassified equipnent contained in registered nmail and ot her
nonburnabl e itens shall be snashed beyond recognition and scattered,
jettisoned, or buried as practicable.

(4) The destruction of postal effects will be wi tnessed by two
of ficers when possible. If the foregoing is not avail able, any conbi nation of
officer, enlisted, or two other avail abl e personnel should be used as
Wi t nesses.

(5) When possible prior to destruction, a list of the itens destroyed
shoul d be attached to the DD 2259, Report of Audit of Postal Accounts. |If the
list is short, it may be included in the remarks section of the DD 2259.

d. Destruction of Equi prment. Wen necessary to di spose of equi pnent that
still bears a security classification, destruction shall be acconplished by
any neans that will prevent recognition and/or reconstruction. These
provi sions do not apply to classified crept equipnent. Many itens of
conmuni cati ons equi pnent carry special instructions for destruction. All
personnel concerned shall refer to the appropriate instructions prior to
destroyi ng any conmuni cati ons equi pnent.

208. Saf ekeepi ng and Storage. Anyone who has possession of classified
material is responsible for safeguarding it at all times and, particularly,
for locking classified material in appropriate security containers. For

gui dance and assi stance for determ ning stowage requirenments, contact the
Command Security Manager or Security Assistant (refer to Chapter 14 of
reference (a)). The Conmand Security Manager or Security Assistant wl|l
conduct announced and unannounced i nspections of security containers bel onging
to NAS Pensacol a depart nents.

a. Approved Security Filing Containers and Locks

(1) Only filing cabinets that have been approved by the Federa
Government as security filing containers will be procured. Select containers
fromthe National Supply Schedul e of the General Services Adm nistration (GSA)
and follow the procedures outlined i n SECNAVI NST 10463.1A. Containers used to
store classified material shall not be nodified. New security filing cabinets
shall not be obtained until a physical security survey of existing cabinets
and cl assified records on hand has been conpl et ed.
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(2) Only three-position conbination dial-type padl ocks from which the
manuf acturer's identification nunbers have been obliterated may be used.
These are avail abl e through normal supply channels (O ass 5340, niscell aneous
har dwar e) .

b. Nonapproved Security Filing Contai ners and Locks

(1) Nonapproved filing cabinets which are nowin use to safeguard
classified material should be replaced by GSA-approved security filing
cabi net s.



(2) Filing cabinets shall not be nodified to the | ockbar-padl ock
variety to provide a neans to store classified materi al

(3) The use of ordinary padl ocks to secure containers of classified
material is prohibited. Electrically actuated |ocks (e.g., cipher and
magnetic strip card | ocks) shall not be used to safeguard classified
i nformation.

c. Cassified Container Information

(1) A custodian will be assigned to each classified container. The
custodi an's nane, hone address, and tel ephone nunber nust be attached inside
t he | ocki ng drawer of the container (refer to Chapter 10 reference (a)).
This information, along with specific | ocation and | evel of classified
material stored, must be provided to the NAS Pensacol a Security Assistant.

(2) Standard Form 700, Security Container Information, (Part 1),
Instructions to Persons Finding Container Open, will be affixed to the inside
of the container holding classified materi al

(3) Al records of conbinations of safes and security areas, Secret
and bel ow, under cogni zance of NAS Pensacola, shall be recorded on Part A of
SF-700 and sealed in Part 2, Security Container Information, and delivered to
the Security Assistant for safekeeping. Al records showi ng the conbination
of locks shall be of the sane classification as the highest classification of
the material in the container. Tenant conmands | ocated at NAS Pensacola will
be permtted to store safe conmbinations at the NCTS. Tenant comrands will be
responsi bl e for maintai ning up-to-date conbinations and access lists for their
conbi nati ons.

(4) Conbinations to | ocks and safes should be given only to those
whose official duties demand access to the container. The conbination to any
cl assified contai ner shoul d be changed whenever the individual know ng the
conmbi nation no | onger requires access or, at a mninum annually. See
par agraph 14-6(5) of reference (a) for additional guidance.

(5) Custodians of classified containers shall verify identification
cl earance | evel, and authorization of personnel before giving access to their
saf e(s).
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d. Care after working hours. Departnment Heads shall institute a system
of security checks at the close of each working day to ensure classified
material held by the departnment is properly protected. Custodi ans of
classified material shall be required to make a security check which wll
ensure, as a mni mum

(1) Al classified material is stowed in the prescribed manner per
Chapter 14 of reference (a). Valuables such as noney, jewels, precious
netal s, narcotics, etc., will not be stored in the same container used to
saf eqguard classified materi al

(2) Proper accounting is docunmented for all classified material which
nmust be passed fromwatch to watch.

(3) The contents of wastebaskets which contain classified materi al
have been properly stowed or destroyed.



(4) dassified shorthand notes, carbon paper, carbon and plastic
typewiter ribbons, rough drafts, and sim|ar papers have been properly stowed
or destroyed. As a matter of routine during the day, such itens shall be
shredded or disposed i medi ately after they have served their purpose.

(5) A record of security checks will be maintained and affixed to the
cont ai ner using SF-702, Security Container Check Sheet. The security check
wi || be nade and docunented whether or not the safe has been opened.

e. Individual custodian responsibility of classified matter. Personne
of this activity shall not renove classified material fromthe physica
confines of this command wi thout the know edge and approval of the Conmandi ng
Oficer. Departnment Heads are del egated authority for this approval. The
Command Security Manager nust be advi sed when anyone in a travel status needs

to hand carry classified material to or fromthe command. |In such cases, a
conplete list shall be prepared by the individual renmoving the material and
appropriately filed until the material is returned. |In cases involving

retirement, release, or discharge of mlitary or civilian personnel having
possession of classified material, such material shall be returned to the
source fromwhich received. In the event of transfer of mlitary or civilian
personnel, classified material held shall be turned over to the successor upon
conpl etion of appropriate receipts.

f. Additional Precautions. Departnent Heads shall ensure all personne
concerned are indoctrinated in the requirenents for rotating the dial of al
conbi nation | ocks at |east four conplete turns inthe same direction when
securing safes, files, ccabinets are held firmy in the | ocked position when
secured. Departnent Heads shall designate individuals to be responsible for
the contents of each container of classified material and such records shal
be readily available at all tines.
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209. dassified Meetings. Cassified information will not be disclosed at
conf erences, synposiunms, exhibits, conventions, sem nars, or other gatherings
wi thout first notifying the Command Security Manager prior to any planned
classified nmeeting. The Command Security Manager will ensure the guidelines
and policy in Chapter 19 of reference (a) are adhered to.

210. Security Violations. There are two types of security violations. One
results in a conprom se or possible conprom se of classified information and
the other is violation of security regulations but no conprom se occurs.
Chapter 4 of reference (a) discusses in detail the punitive actions,

i nvestigation, and reporting of security violations. Al security violations
shall be investigated thoroughly, even if there is no actual conprom se.

a. Reporting. Departnents, in cooperation with the NAS Pensacol a
Security O ficer and Security Manager, are responsi ble for conpliance with
security regulations and will follow established policy for corrective action
to prevent recurrences involving alleged or actual security violations.

(1) Any person discovering unprotected classified information or an
unaut hori zed di scl osure of classified informati on has two i nmedi ate
responsibilities: first, to attenpt to protect the classified information



fromfurther conprom se or risk of conprom se; and second, to report the
circunstances to a responsible official. |If you cannot both protect the
classified informati on and report the occurrence, have someone el se nmake the
report while you continue to protect the information

(2) During working hours in the absence of assigned personnel or
nonduty hours, the Command Duty O ficer (CDO) or Oficer of the Day (OOD),
t el ephone 2-2353, will be notified. Security Police will be dispatched as
necessary. The security container(s) or classified material shall be guarded
until the duty officer or Security Police arrive. An attenpt will be nade to
secure the classified container(s)/material. 1In all cases, the Security
Manager will be notified as well as the custodian of the classified materi al
After normal working hours, the custodian of a safe found open will be
recalled to make a conplete inventory.

b. Investigation and Replies

(1) Upon receipt of notification fromthe Security Manager all eging
that a security violation has occurred, the Departnent Head shall initiate an
inquiry to determine: (a) if a security violation actually has occurred; (b)
the responsi bl e individual; (c) whether there has been a | oss or possible
conprom se; (d) disciplinary action to be taken; and (e) action contenpl ated
to prevent recurrences. The results of this investigation, including
preventive action, will be reported and returned within 15 worki ng days to the
Security Mnager.

(2) The Security Assistant will keep a record of all security
violations and track the investigations and results.
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211. dassification Managenent and Marki ng

a. Naval Air Station Pensacola does not have original classification
authority. Derivative classification and declassification will be
acconpl i shed per Chapter 6 of reference (a).

b. Al markings of classified material will be per Chapter 9 of reference
(a). The Security Assistant and TSCO shall render technical assistance to
departnments in determ ning proper special markings of docunents.

212. (Qperations Security (OPSEC) is the process of planning and action

associ ated with operations and other activities to protect essential secrecy.
The aimof OPSEC is to neutralize the threat of foreign and terrori st

i nformati on gathering and synthesis capabilities that support hostile planning
and deci si on maki ng.

a. Anticipatory OPSEC Pl anni ng shall be done by Departnment Heads prior to
the start of an operation of any mmjor activity supported by the comrand.
This planning shall identify OPSEC vul nerabilities, possible harnful foreign
actions, essential itens to keep Secret, and devel op OPSEC neasures to
elimnate OPSEC vul nerabilities. Departnents may be required to submt to the
Security Manager a menorandum outlining their OPSEC pl ans

b. OPSEC Posture Evaluation. Over a period of time, routines may dull
t he awareness of personnel to the need for OPEC. Al so, the OPSEC posture may
need to be evaluated if the command' s m ssion is undergoing a change. These
situations require an exam nation of operational procedures and security




practices by each Departnment Head. This is not necessarily an inspection, but
a nmethod to inprove command effectiveness.

c. OPSEC Awareness and Trai ning. Ongoi ng OPSEC awar eness and training
wi || be conducted concurrently with the general security training during the
initial orientation, QJT, and refresher briefings (See Chapter 1). Each
department shall determine if additional OPSEC training should be conducted
prior to special events. Since Air Operations and Port Operations Departnents
are the nost operational elenents of this command, these departnments may
desire to concentrate their security training in this area.
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CHAPTER 3 - PERSONNEL SECURI TY

300. Introduction. Mlitary and civilian enpl oyees shall not be granted
security clearances until they are actually candidates for access to
classified information. Access and clearance will be considered one and the
same. |If, for exanple, an individual has the investigative background and is
eligible for Secret clearance but needs only Confidential access for
performance of normal duties, then that individual will be granted a
Confidential clearance. Cearances will not be granted for adnministrative
conveni ence or for inadvertent or casual access. The comon practice of

cl earing those who may physically require access to a controlled area,

regardl ess of whether such persons need access to classified information, wll
no | onger be continued. Simlarly, clearances are sometines requested to

mai ntain a "stockpile" of cleared enployees and, in sone cases, persons are
nom nated for cl earances because they were previously cleared and want to

mai ntain such "status." The goal is to maintain the nunber of individuals
with security clearances to the absolute m ni mum consi stent wi th operati onal
necessity.

301. Security Cearance Control. To nore effectively control the nunber of
security clearances, the following steps will be taken

a. Establish a systemof billet control for Secret clearances.

b. Justify the "need to know' for each security clearance requested.

c. Renmove fromthe security cl earance process those individuals who
require access to classified facilities but not to classified information
(casual access).

d. Establish a policy that the continuing need for access to classified
information is the condition necessary for requesting a security clearance.



e. Authorize the Security Manager to grant one-time, short-duration
access or "tenporary access" (up to 2 weeks duration) to classified
information to those persons eligible for the higher clearance |evel to neet
unf oreseen operational or contractual situations.

302. Ganting Security O earances. Personnel security clearances will be
granted on the basis of "need to know." The "need to know' is defined as "the
necessity for access to, know edge of, or possession of classified information
in order to carry out official mlitary or other governnmental duties."

Responsi bility for determ ning whether a person's duties require access and
aut hori zation to receive classified information rests upon the one hol ding the
classified informati on and not upon the prospective recipient. Personnel who
require access to classified informati on shall be appropriately cleared per
Chapters 23 and 24 of reference (a) and the specific procedures |isted herein.
Departnents will adhere to these requirenments when requesting access to
classified materi al
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a. Initial Cearance. MIlitary personnel requiring access to classified
material or information who have not had a previous cl earance or have not
received a prior NAC or Bl as appropriate to the clearance |evel requested,
and civilian personnel requiring a Confidential, Secret, or Top Secret
security clearance, shall report to the NAS Pensacola Security Assistant to
conpl ete appropriate forns.

b. Departnent Heads

(1) Departnent Heads are responsible for determning who in their
department requires access and for ensuring the loyalty, reliability,
judgrment, and trustworthiness of those with access to classified information
Since a goal of this command and the Navy is to keep the nunber of individuals
with security clearances to an absolute m nimum each Departnent Head is
responsi ble for determ ning which billets actually require access to
classified information. No one has a right to have access to classified
i nformati on solely because of rank or position. Since it is expensive and
ti me-consum ng to conduct Personnel Security Investigations, especially for
hi gh [ evel clearances, individuals who already have the proper investigative
background to fill billets requiring security clearances should be used. Each
Depart ment Head and Speci al Assistant shall designate a responsible individua
as the Departnment Security Representative and furni sh nane of the designated
i ndividual to the Security Assistant.

(2) dearance requests shall be submitted to the Security Manager, via
the NAS Pensacola Security Assistant. Part | of CNET-GEN 5521/1 (Exhibit 3A),
Classified Material Access Certification, shall be conpleted and forwarded to
t he NAS Pensacola Security Assistant for mlitary and civilian personnel. A
justification menmo fromthe Departnment Head will be attached to this formwth
the follow ng information

(a) Nanme and Grade of Nom nee
(b) dearance Level Requested
(c) Job Title

(d) Specific reason/justification for clearance |evel requested



(e) Billet Sequence Code assigned to

Security Assistants shall ensure that U S. citizenship has been verified as
requi red by paragraph 20-5 of reference (a). An NASP 5521/10 (Exhibit 3B)
Classified Material Indoctrination Certification/Proof of US. Citizenship,
and a conpleted security indoctrination briefing questionnaire, signed by
applicant, will be forwarded to the Security Assistant. Al civilian
personnel requiring access shall additionally conplete NASP 5521/17 (Exhibit
30, the Security C earance Medical Questionnaire, and attach to CNET- GEN
5521/1. After first verifying the clearance justification with the Depart nment
Security Representative, the Security Assistant will forward the fornms to the
Security Manager for signature
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(3) Departnent Heads are responsible for notifying the Security
Manager when personnel may no | onger be suitable for access to classified
information. This may be due to NJP, court-nartial, denonstrated
unreliability, a change of job assignment, excessive indebtedness, substance
abuse, etc. See Chapter 22 of reference (a).

c. NAS Pensacola Security Assistant. Upon receipt of the cl earance
request forms, the Security Assistant will verify the clearance justification
and ensure the fornms are properly conpleted. Pull mlitary service records
and request a local records check for civilian personnel. A local service
record check on the mlitary applicant shall be by the Security Assistant to
verify previous National Agency Check (NAC), Entrance National Agency Check
(ENTNAC), or Background Investigation (Bl) results, if any, and determ ne
whet her the record contains any information which mght indicate the clearance
shoul d not be granted. The Security Assistant will forward all civilian and
mlitary access cards to the Medical Oficer for nedical records check. |If
there is any derogatory information found in the personnel/nedi cal record
checks, the Security Manager and Security Assistant will determine if access
is to be granted.

d. Personnel Support Ofice (PSO. Upon receipt of a list, PSO w ||
provi de support to the Security Assistant when the nunber of records to be
pull ed and tineliness of action becone a consideration

e. Human Resources Ofice (HRO. Upon request, HROw Il conduct a | ocal
personnel records check on the individual to verify previous National Agency
Check (NAC), National Agency Check Inquiry (NAC ), or Background Investigation
(Bl') results, if any, and determ ne whether the record contains any
i nformati on which mght indicate the cl earance should not be granted.

f. Medical Oficer. Upon receipt of CNET-GEN 5521/1, the Medical Oficer
shal |l research the individual's nedical record for any information concerning
physical or nental illness of a nature which, in his/her opinion, could cause
significant defect in the judgnent or reliability of the candidate, or reasons
whi ch coul d cause the candidate to act contrary to the best interests of
nati onal security. The Medical Oficer shall then conplete the second
endorsenent and return it to the NAS Pensacola Security Assistant.

g. Security Manager

(1) Upon receipt of CNET-CGEN 5521/1, an eval uation of the clearance
justification and clearance level will be made. |If the applicant is being
assigned to a billet-controlled clearance, an enpty billet nust exist or the
current holder of the billet is expected to be transferred in the near future
and the clearance is needed for turnover/training purposes. |If the clearance



justification is approved and the | ocal records check is satisfactory, the
Security Manager will sign the CNET-GEN 5521/1, Parts | and Il, and retain
Part | for the NAS Pensacol a personnel security clearance files.
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(2) The first part of CNET-CGEN 5521/1, Part 11, will be conpleted by
the Security Manager, indicating the clearance action taken, and returned to
t he cogni zant department. An OPNAV 5520/ 20, Certificate of Personnel Security
I nvestigation, C earance, and Access, shall be prepared for mlitary and
civilian personnel who are granted requested clearance. The original
certificate on mlitary personnel will be forwarded to Personnel Support
Activity Detachment (PERSUPPDET) for inclusion in the individual's service
record. A copy will be retained by the Security Assistant for inclusion in
the security clearance files. The original certificate on civilian personnel
will be forwarded to HROto be filed in the enployee's Oficial Personnel
Fol der on the right (permanent) side. A copy will be maintained by the
Security Assistant.

(3) An SF-312, dassified Information Nondi scl osure Agreenent, wll be
signed and witnessed at the tine the Security Manager grants cl earance and
access. The original OPNAV 5520/20 will be annotated in the comments section,
"(Date) SF-312 executed."

h. Tinmely Processing of O earance Requests. To pernmt the tinely
processi ng of cl earance requests, the CNET- GEN 5521/1 shall be returned to the
Security Assistant within 2 working days after receipt.

303. W thdrawal / Revocation of Security C earances

a. Administrative Wthdrawal. An individual's security clearance will be
adm nistratively lowered or withdrawn if there is no foreseeable need for
access to classified information in connection with official duties or
contractual obligations. This withdrawal action is taken without prejudice to
the individual's future eligibility to access. The NAS Pensacol a Security
Assistant will annotate on the OPNAV 5520/20, comments section, indicating the
action was taken adm nistratively.

b. Denial or Revocation for Causes. Denial or revocation of security
cl earance for cause is an adverse personnel security determination as
descri bed in paragraph 22-5 of reference (a). Adverse action procedures in
par agraph 22-6 of reference (a) must be foll owed exactly.

304. CGivilian Security C earances

a. Cvilian Enploynent. No civilian will be enpl oyed, assigned, or
retained in any position if such enpl oynent, assignment, or retention is not
clearly consistent with the interest of national security. Determ nations of
suitability or eligibility for civilian enploynment on any basis other than
| oyalty are not personnel security determ nations and, therefore, are not
under the purview of this regulation.

b. Position Sensitivity. Each civilian position in this conmand will be
designated as critical-sensitive, noncritical-sensitive, or nonsensitive. The
nunber of designated sensitive positions will be held to the m ni num
consistent with mssion requirements. Since a position may be designated as
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sensitive even though no classified material is handled (e.g., guards handling
nmoney/ financi al records etc.), an individual appointed to a sensitive position
does not necessarily require a security clearance. However, the individua

filling the position nmust have the proper investigative background for the
position; i.e., a critical-sensitive position requires a conpleted Bl and a
noncritical-sensitive position requires a conpleted NACI. Departnent Heads

wi Il determ ne which positions should be designated as critical-sensitive,
noncritical -sensitive, or nonsensitive by following the criteria in paragraph
20-6 of reference (a). When individual position action is initiated, the SF-
52, Request for Personnel Action, will include the security requirenents.

305. Continuous Evaluation for Eligibility. Department Heads and supervisors
are responsi ble for the continuous evaluation of their personnel and nust be
alert for behavior indicating unexpl ained affluence, financial instability, or
al cohol or drug abuse. Such behavi or nust be brought to the attention of the
Security Mnager.

306. Foreign Travel Briefings. Any individual who has had access to
classified informati on who plans to travel to or through a conmmuni st -
controlled country or to attend a neeting in the United States or el sewhere in
whi ch representatives of communi st-controlled countries are expected to
partici pate nust be given a defensive briefings. This briefing will be given
by a Naval Investigative Service (NIS) agent. Upon return fromtravel, the

i ndividual will be debriefed by an NI'S agent. Each Departnment Head nust nake
sure personnel know this is a required briefing and they are responsible for
advi sing the Security Manager when a situation requiring a "foreign travel"”
brief arises. The Personnel Support Oficer will ensure “foreign travel”

| eave papers are annotated by the Security Manger or Security Assistant

i ndi cating conpletion of the defensive briefing.

307. Debriefing. A debriefing will be conducted by the Security Assistant
for personnel who have had access to classified information under the
foll owi ng circunstances:

a. Prior to termnation of active mlitary service or civilian
enpl oyment, or tenporary separation for a period of 60 days or nore, including
sabbaticals and | eave wi t hout pay.

b. At the conclusion of the access period, when a limted access
aut hori zati on has been granted.

c. Wen a security clearance is revoked for cause.
d. Wen a security clearance is adm nistratively wi thdrawn.

At the conclusion of the debriefing, the enployee will be required to read the
provi sions of the Espionage Act and other crimnal statues in Appendix F
OPNAVI NST 5510.1, and read the Security Term nation Statenment (OPNAV 5511/14)
and sign it. The witness to the signature then signs the Security Term nation
statement. A debriefing will be given when someone is being transferred from
one command to another but a Security Termination Statenment is not required.
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APPENDI X A
ORI ENTATI ON BRI EFI NG FOR ALL PERSONNEL
REPORTI NG ON BOARD NAVAL Al R STATI ON PENSACOLA, FLORI DA

1. NAS Pensacol a Informati on and Personnel Security Program An effective
programexists within this command to saf eguard agai nst conprom se of
classified material and information. You are part of this program During
your stay at Naval Air Station Pensacola, you nmay be required to participate
in lectures, films, and other security awareness training. The goal of
security training is to devel op fundanental habits of security to the point
that proper discretion is automatically exercised in the discharge of duties
and security of classified material becones a natural element in every task.
Periodic refresher briefings are given for personnel who have been granted
access. Attendance is nandatory.

2. Security Manager. The Administrative Oficer, telephone 452-2616, is
designated the Security Manager for NAS Pensacola and is available to provide
assi stance upon request.

3. Personnel Security Cearances. Not every individual has access to
classified material. C earance and access will be granted depending on the
requi renents of the job. However, all personnel having know edge of
classified material or information are responsible for maintaining security
thereof, no matter how that information was obtai ned.

4. Tel ephone Transm ssion. Cassified information will not be di scussed or
"tal ked around” on the tel ephone except as authorized on approved secure

t el ephone or comunications circuits. The statenent "this is not a secure
line" is not necessary because unl ess the special equipnment is being used,
there is no reason to believe a |line could be secure.

5. Foreign Travel. |If you have a clearance or access and are contenpl ating
foreign travel, either in a |leave or duty status, you are required to contact
the Security Manager prior to your travel for a briefing.

6. Violations. |If you suspect a security violation, contact the Security
Manager i mediately (452-2616). Any person di scovering unprotected classified
i nformati on has two i mredi ate responsibilities: first, to attenpt to protect
the classified information fromfurther conprom se or risk of conprom se; and
second, to report the circunstances to a responsible official. During nonduty
hours or during working hours in the absence of assigned personnel, the
Command Duty O ficer (CDO) or Oficer of the Day (OOD), tel ephone 2-2353, will
be notified.

7. 1, , acknow edge that | have read
and understand t he above briefing (date).

RETURN TO SECURI TY ASSI STANT, NAS ADM NI STRATI ON, AFTER ORI ENTATI ON AND
SI GNATURE
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APPENDI X B
SECURI TY | NDOCTRI NATI ON BRI EFI NG
TO BE READ BY EVERYONE BEI NG GRANTED A SECURI TY CLEARANCE AT NAS PENSACOLA
ATTACHED QUESTI ONNAIRE WLL THEN BE COWLETED




1. Commanding Oficers are directly responsible for safeguarding al
classified information within their conmands and for assuring classified
material not in actual use of appropriately cleared personnel or under their
direct personal observation is stored in the manner prescribed in OPNAVI NST
5510. 1H, Navy's Information Security Manual

2. The Admnistrative Oficer is designated the Security Manager for NAS
Pensacol a and shall assist the Commanding O ficer in fulfilling his
responsibilities for the security of classified information. The Security
Assi stant, Adm nistration Departnent, will serve as the principal assistant to
the Security Manager in the devel opnent and execution of the station's
classified material security program

3. Department Heads are responsible for the security of classified materi al
within their respective departnments and shall designate an individual as a
departnmental security representative and furnish the nanme of the individual to
the Security Assistant.

4. Every individual in the Department of the Navy who acquires access to
classified information is responsible for protecting that information per
OPNAVI NST 5510.1H Clearance for access to classified matter is considered
extremely inmportant. Al personnel having know edge of classified materi al
are responsi ble for maintaining security thereof, no matter how that

i nformation was obtai ned.

5. The determnation that information requires protection is called
classification. Cassified information has to be identified/ marked with a
classification. The classifications, in order of the highest security |evel
to the | owest, are TOP SECRET, SECRET, and CONFI DENTIAL. Each classification
requi res specified protective nmeasures. The | oss of any classified materi al
will result in damage to the national security.

6. Cassified information may only be given to individuals who have been

aut hori zed access to it. Just as classified material is assigned |evels of
classification, there are different |evels of personnel security clearances.

I ndividuals are cleared for access to the level of information they wll
require in their job. For exanple, a person whose job requires access to
Secret material will be given a Secret clearance and may have access to Secret
and Confidential information, but not Top Secret. However, just because you
hold a Secret cl earance does not nean you have access to all Secret
information. You nust also have a "need to know," that is, besides having the
proper clearance, your official duties nust require that you have the

i nformation.
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7. Safeguarding requirenments permt classified information to be used or
stored only where and when it can be properly protected. This neans there are
many things you may not do with classified information. YOU MAY NOT:

a. Leave classified information unprotected - it nust either be properly
stored or in the custody of a cleared person

b. Read or discuss classified information in an unsecured area --
classified informati on may be used only where uncl eared persons or persons
wi thout a need to know will neither see nor hear it.




c. Renove classified information fromthe comuand -- except in approved
situations and with specific perm ssion of the Commandi ng Officer or other
designated official

d. Reproduce classified information -- except as approved by a desi gnated
of ficial

e. Gve classified information to a visitor without first verifying the
visitor's identification, clearance, and need to know.

f. Discuss classified informati on over the tel ephone.

g. Send classified information out of the command by ot her than approved
nmet hods.

h. Dispose of classified information by other than approved met hods and
with the required records.

i. Store security container conbinations in insecure places; e.g.
wal | ets, under desk blotters, etc.

j. Take classified information with you when you | eave this enpl oynent --
classified information is official information, not personal property.

8. You are responsible for ensuring any classified material in your
possession is safeguarded. A security representative has been designated
wi thin each departnent to advise you of specific procedures w thin your
office. The follow ng are our conmand requirenents:

a. During work hours, classified material on desks and in routing baskets
shoul d be pl aced face down when not in use.

b. |If leaving for lunch or a coffee break, classified material nust
ei ther be | ocked up or under continuous observation by a cleared individual

c. Do not ask a nessenger to pick up or deliver classified matter w thout
verifying that person's clearance.

endi x B B-2
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d. Upon securing for the day, all desks are to cleared of classified
material and the material |ocked up

e. Locked desk drawers or briefcases nmay not be used, even tenporarily,
to safeguard classified materi al

f. Tunbler | ocks on safes are to be spun at |east four tines and drawer
handl es pulled to ensure the container is |ocked. The SF-702, Security
Cont ai ner Check Sheet, on top of the container should then be initialed and
Wi t nessed.

9. Al personnel answering the tel ephone in spaces where classified or
sensitive information is processed nust be aware of conversations which

di scuss or touch on classified information -- imediately term nate
conversation for a nore secure means of comunications (AUTOSEVOCOM SECURE
TTY, DATA CIRCU TS). Personnel should not discuss or transmt classified



i nformati on over the tel ephone or in such manner as to be intercepted by
unaut hori zed persons.

10. Sonetines when the rules are not followed or sonebody nmakes a m stake, a
situation will occur in which classified informati on may be conpromnm sed. Any
person di scovering unprotected classified informati on has two i nmredi ate
responsibilities: First, to attenpt to protect the classified information
from conmprom se or risk of conprom se; and second, to report the circunstances
to a responsible official. |If you cannot both protect the classified

i nformati on and report the occurrence, have soneone el se nake the report while
you continue to protect the information. |If you are ever approached by
soneone and asked to nake an unauthorized di sclosure of classified
information, don't try to handle the situation yourself -- Report it

i mediately to your Security Manager (452-2616) or supervisor. REMEMBER
SAFEGUARDI NG CLASSI FI ED | NFORVATION | S A TEAM EFFORT. | F YOU NEED HELP ---
SEEK IT.

11. Any individual who has had access to classified information and plans to
travel to or through a communist-controlled country or to attend a neeting in
the United States or el sewhere in which representatives of conmuni st -
controll ed countries are expected to participate nust be given a defensive
briefing. This briefing will be given by a Naval |nvestigative Service (NS)
agent. Wen the individual returns, they will be debriefed by an NI' S agent.

12. Pl ease answer the questions on the attached sheets and return to your
department security representative for discussion. The department security
representative will then forward the conpl eted questionnaire to the NAS
Pensacol a Security Assistant.
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APPENDI X C
SECURI TY QUESTI ONNAI RE

The foll owi ng questions are designed to find out if you understand sone basic
facts about the Navy's Information Security Program After you have answered
all questions, the correct answers will be provided and di scussed.

1. The security classification categories, in order from highest to | owest,
are:

a. SECRET, CONFI DENTI AL, RESTRI CTED
b. TOP SECRET, SECRET, CONFI DENTI AL
c. SECRET, CONFI DENTI AL, FOR OFFI Cl AL USE ONLY.
d. TOP SECRET, SECRET, CONFIDENTI AL, RESTRI CTED

2. No one has a right to have access to classified informati on solely because
of rank or position. True Fal se



3. Cdassified informati on may be revealed to which of the foll ow ng?

a. Any mlitary person.

b. Any person with an appropriate clearance.

c. Any person whose job requires it.

d. Any person with an appropriate clearance and a need to know
4. A person with a Secret clearance may be given access to:

a. Secret and Confidential information.

b. Only Secret information.

c. Secret and Top Secret information

d. Top Secret, Secret, and Confidential information.

5. It is not permissible to use the Guardmail Systemto transmt or
distribute classified information. True Fal se

6. VWich of the followi ng statenments about information security is true?

a. Cassified informati on may be di scussed over the tel ephone on | oca
cal I s.
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b. dassified informati on which you originate is your personal property
and may be taken with you when you | eave Navy enpl oynent.

c. Cassified information may only be reproduced when approved by an
designated official and only on authorized reproduction equi prent.

d. Cdassified material may be left unprotected for short periods of tine
during the working day.

7. \VWich of the following are true statenments about disposal of classified
docunent s?

a. Confidential material may be di sposed of by any nmethod normally used
to di spose of waste materi al

b. dassified docunments may never be destroyed.

c. Cassified material nust be disposed of by methods approved for
destruction of classified material and with necessary records.

d. Downgradi ng the docunent renpves any restrictions on di sposal
8. Cdassified informati on may be disclosed to a visitor after
a. The visitor's identification has been verified.

b. The visitor's cl earance has been verifi ed.



c. The visitor's need to know has been verifi ed.
d. Al of the above.

9. If you discover unprotected classified informati on or an unaut hori zed
di scl osure of classified information, you shoul d:

a. Imediately notify a responsible official

b. Protect the classified information fromfurther conprom se or risk of
conprom se

c. Do nothing. It is not your responsibility.
d. Do both a and b

10. The Security Manager is the command's advi sor on matters pertaining to the
Information Security Program

True Fal se
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APPENDI X D
USE OF PERSONALLY OMNED COVPUTER SYSTEMS
I N NAS PENSACOLA CRGANI ZATI ON WORKSPACES
POLI CY STATEMENT

1. Policy. The policy of Naval Air Station Pensacola is to pernmit the use of
personal Iy owned conputers in organi zati onal workspaces, for the purpose of
acconplishing job-related work, only with the prior witten approval of the
Commandi ng O ficer and subject to the conditions and limtations provided
her ei n.

2. Conditions and Limtations. Applicability of these provisions extends to
all hardware, software, conmponents, and peripheral devices which conprise the
personal | y owned conputer system

a. Use of a personally owned conputer is for the personal conveni ence of
the requester and not at the direction of a manager or supervisor

b. CGovernnent liability for |oss, damage, or theft of a personally owned
conputer is limted (under qualifying conditions) to $200 per clai m
Liability insurance coverage on a personally owned computer is the
responsibility of the owner; requests for approval must certify such proof of
i nsur ance.

c. Characteristics of files and records produced on personally owned
conputers will be predicated upon the data technical standards of the conmand,
and not upon those of the personally owned conputer. Specifically, if files
and records produced on a personally owned conputer may be required for use on
gover nent equi pnent, the personally owned equi prment nust neet all standards
for conpatibility with such governnent equi prent.



d. Files and records created, used, or stored on personally owned
conputers are limted to "For Oficial Use Only" and become the property of
the United States Governnent.

e. Managers and supervisors will assune the same responsibilities for use
of personally owned conputers as for governnent equipnent.

- Files and records will remain accessible to the Governnment, whether
or not the owner/requester is present or the personally owned conputer is on
board, renoved, or becones inoperable;

- Equi prent, files, and records will be afforded the degree of
protection necessary to ensure both physical security and data integrity.

f. Managers and supervisors will ensure personal and Government property
owner shi p and accountability are not mxed. Personally owned hardware and
software will be clearly | abel ed; Governnent equipnment will be identified.
as required by established ADP Security and Pl ant/M nor Property accounting
pr ocedures.
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g. Personnel, equipnent, and/or material requirenments are based on the
needs of the organization, without regard to the nunber of personally owned
conputers present in the workspace

3. Procedures

a. Menorandumrequests for use of personally owned conputers shal
reference this Appendi x, and be submitted fromthe owner/requester to the
Commandi ng Officer, via appropriate chain comrmand and the ADP Security O ficer
(Code 00S00), Building 624.

b. At a mininmm requests shall contain the follow ng i nformation
- Listing of system hardware (nonencl ature, make, nodel, serial
nunber)
- Listing of system software (product nane, version, serial nunber)

- Description of what the systemw ||l be used for (tasks/work to be
per f or med)

- Certification that system hardware and software are adequately
i nsured by private insurance of the requester
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APPENDI X E
STANDARD OPERATI NG PROCEDURES
FOR
NAVAL Al R STATI ON PENSACOLA
AUTOVATED | NFORVATI ON SYSTEMS

1. Purpose. The purpose of this document is to establish standard operating
procedures (SOP) for operation of automated information systenms (AlS) to
conply with requirenments of the Departnent of the Navy (DON) Automatic Data
Processing (ADP) Security Program and Naval Air Station Pensacola ADP Security
Pr ogr am

2. Scope. The SOP will be used to ensure all authorized users are properly
instructed of their responsibility in the operation, maintenance, and security
of the equipnent |ocated within NAS Pensacol a departments and staff offices.

3. Standard Qperating Procedures

a. System Operating Procedures. Start-up, operation, and shutdown of the
system shall be per equi pnent operating procedures provided by the vendor or
by government regul ati ons.

b. Level of Data Processed. No classified information will be processed
or stored on the system Level Il data will be safeguarded in the sane nmanner
as 'FOR OFFI G AL USE ONLY" data. The systemw |l be used for official
busi ness only.

c. Mlicious Code. Special care shall be taken to reduce the risk of
i ntroduction of malicious codes such as |ogic bonbs, Trojan horses, trapdoors,
and viruses into conmputer systems. Terminal Area Security Oficers (TASO s)
will ensure only authorized software is permtted for use on the system
Periodic inspections will be perfornmed to ensure conpliance and enforcenent of
system security.

d. Access Control. Only persons authorized by the departnent, division
or branch head shall operate the system Authorization for nongover nnent
enpl oyees must be in witing. The Managenent Information System Security
Oficer (MSSO w Il provide authorized personnel access lists to the
Informati on System Security O ficer (1SSO and passwords will be issued as
required.




e. Individual Accountability. Access to AIS s, networks, and ot her
conputer resources will be controlled and nonitored to ensure each person
havi ng access can be identified and held accountable for their actions.

f. Media Protection. Wen systemis unattended for extended periods and

during nonwor ki ng hours, all Level Il output, software, and data files on
renovabl e nedia (e.g, printed output, diskettes, tapes, disks, cassettes,
etc.) will be |abeled appropriately and secured. |If Level Il data is stored

on a hard di sk, the system nust be shut down and physically secured in a
| ocked office during nonworking hours.

E-1 Appendi x E
NASPNCLAI NST 5510. 10D

g. Data Protection. During periods of operation, data files will be
protected and restricted to authorized users on a need-to-know basis.
Aut omat ed I nformati on Systens nmust not be left unnmonitored while Level 11 data
is on the screen.

h. Physical Security. Al reasonable precautions will be taken to
prevent | oss or danage to the systens and its conmponents.

i. Backup Schedule. A routine schedule for daily and weekly backups on
tapes or disks will be enforced by the departnent, division, or branch head to
ensure protection agai nst | oss of data.

j. Physical Care of Automated Systens. Keep work area around system free
of dust that could be drawn into the conmputer. No snoking will be all owed
around automated systens. \When equipnment is not in use, use plastic covers,
if available, to protect against damage due to fire, snoke, water, or other
natural disasters.
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APPENDI X F
| NFORVATI ON SYSTEMS CONTI NGENCY PLAN
FOR
NAS PENSACOLA
DEPARTMENTS AND STAFF OFFI CES

1. The Managenent Information Systens (MS) Ofice has established an

i nformal Contingency Plan with all Naval Air Station Pensacol a departnents and
staff offices having a m croconputer, word processor, or termnal. These
automated i nformati on systens (AlIS' s) are primarily used for word processing,
dat a base managenent, and spreadsheet application prograns.

2. If an AI'S becones inoperable and | oss of processing capability poses a
potential problemor critical situation for the departnent/special assistant,
notify the MS O fice, 2-2034. The MS Ofice will nmake appropriate
arrangenents to replace the systemor provide access to another system |If
required, the MSO wi Il provide recovery operations for |lost data files.

3. Daily and weekly backup copies of data files will be acconplished by the
Term nal Area Security Oficer (TASO or a designated operator of each stand-
al one system A recommended schedul e woul d be to backup daily only the files
t hat have been changed that day and backup the entire systemevery week. Keep
2 weeks worth of backups, the current week and the past week, and rotate the
use of diskettes or tapes. Refer to your DOS manual for the exact syntax of

t he backup command. The M SO provi des backup operations for the Executive

I nformati on Systens.

4. Destructive weather security procedures to prevent damage to AI'S during
hurricane preparation, severe storns, tornado’'s, etc., are as foll ows:

a. Ensure hurricane gear (e.g., tape, rope, plastic sheets) is readily
avai |l able. Upon setting of Condition Il (within 48 hours), secure all A'S
equi prent. Wen Condition Il (within 24 hours) has been set, place AIS
equi prent and peripherals, including backup tapes and/or diskettes, in a high
wel | -protected area away from water damage. Cover all Al'S equi pnment and
furniture with plastic covering and secure with line or tape.

b. In the event of a severe thunderstormor tornado warning, shutdown
systemin accordance with the system Standard Operating Procedures.
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APPENDI X G
NAS PENSACOLA FLORI DA
EMERGENCY ACTI ON PLAN

1. The follow ng procedures will be adhered to when required by hol ders of
classified material at Naval Air Station Pensacol a.

a. UNSECURED CLASSI FI ED CONTAINER. In the event a classified container
is found unsecured (open), the person discovering the discrepancy wll take
the foll owi ng action:

(1) Attenpt to notify the custodian indicated on the front of the
cont ai ner.

(2) If unable to notify the custodian, notify the NAS Pensacol a
Oficer of the Day (OOD) or the NAS Pensacol a Command Duty O ficer (CDO at
extensi on 2-2353 or 2-2354.

(3) Remain at the location of the unsecured container until relieved
by the custodian, the OOD, or the CDO

(4) Whonever secures the container is responsible for notifying the
Command Security Manager (CSM at extension 2-2616 during duty hours of the
next working day of the circunstances surroundi ng the di screpancy.

(5) The custodian is required to take inventory or the contai ner
contents upon their arrival, and notify the CM5, in witing, of the results of
the inventory.

(6) Based upon all information received, the CSM may or may not
i npl enent requirements for a "Possible Conprom se” JAGVAN i nvestigati on.

b. EMERGENCY DESTRUCTI ON. Upon decl aration by the Conmanding O ficer or
hi s designated representative to i npl enent energency destruction, the
foll owi ng procedures are required:

(1) Take necessary action to destroy material in the follow ng
sequence:

PRIORITY ONE - Top Secret Materi al
PRICRITY TWD - Secret Material
PRI ORI TY THREE - Confidential Material
(2) Method of destruction will be by the nost expeditious nethod
available. In the case of classified equipnent, destruction shall be by
what ever means avail able to render the equipnment to such a point that it can
not be reconstructed to a recogni zabl e st at us.

2. This Emergency Action Plan (EAP) is to be posted in the imediate vicinity
of containers utilized for classified material .
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